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Today’s discussion

● Current industry landscape

● Strategies to tackle these challenges
○ Proactively identifying potential security threats
○ Enhancing operations

● What’s next



What you’ll learn: 

● The role of tech in your defense strategy

● How to gain actionable intelligence to identify 
potential bad actors

● Tactics to decrease “time to response”

● How to enable more efficient operations



Current industry landscape



Threats to sites

● Bad actors
○ Physical attack
○ Vandalism
○ Damage or destruction
○ Theft

● Equipment failure

● Reliability of the bulk 
electric power system

● Equipment reliability and 
uptime

● Employee safety
● Community relations

Impact



Physical security attacks
In 2022, there were 163 reported incidents at U.S. substations
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Strategies to tackle 
industry challenges
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Safer utilities
Leveraging technology to secure sites
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Safer utilities [Poll]
Leveraging technology to secure sites

Which of these resources is your current #1 
priority of investment? 

Radio communications
Fixed video
Access control 
Mobile video (body cameras)
Mass notification
Sensors
Talk-down
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Timely information for people to make faster decisions, 
& close the response gap

Leveraging technology to secure sites
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Smarter operations

Worker safety

Compliance

Operational efficiency
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Areas of improvement via connected tech

Streamline standard 
operating procedures

Automate compliance-
related tasks

Augment human 
attention span

Increase operator 
efficiency

Unify response



Connected tech outcomes

Safety & security: 
Reduce time to response and 

risk reduction

Operational excellence: 
Equipment uptime, compliance 

and process efficiency



We’re here to help

Matthew Mahanic
Director, Energy Markets

Bryon Wheaton
Senior Specialist, Energy

Contact us for questions

Connect with our 
team of experts



Solving for safer
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